IB JOHNSON

FINANCIAL GROUP

MULTI-FACTOR AUTHENTICATION SET-UP
DepositPartner Web Application

FIRST TIME ENROLLMENT

1. Enter your User ID and click Login.

1B JOHNSON ;
BANK. DepOSItPartner Language | US English v
Please enter your user name and click "Login" Care to enroll? If you haven't yet enrolled, you can enroll in Multi-Factor Authentication today.
er |0
Login

To protect your personal information, we collect your password on a separate page.

2. Click Begin Setup to continue or Sign Off to cancel this process and exit the application.

OHNSON .
n) ‘Ane DepositPartner

Set Up Secure Authentication

Secure Authentication is a service to help protect you from fraudulent online activity. It provides you with
visual cues when you sign on so you know that you are on our website and it is safe to enter information.
Secure Authentication also helps us ensure that only authorized individuals can access financial
information online.

Setup is easy. You simply:

+ Set up a picture and personal phrase. These visual cues are displayed when you sign on and
are your assurance that it is safe to enter information.

+ Set up confirmation questions. These questions may be asked during the signon process to
confirm that an authorized individual can access financial information online.

+ Register your personal computer (optional). We ask that you register computers you
commonly use to access your financial information online. This authonzation helps us ensure that
only recognized locations are accessing your information online.
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3. Choose a category from the dropdown and then click on a picture as an addition to your
Multi-Factor Authentication information.

OHNSON .
) sank DepositPartner

Set Up Secure Authentication

Here's a list of pictures. Click a picture to select it and return to the setup process.

Category: JatEiEEs

Animals
Food & Fruits
Nature & Outdoors
Travel

g
{ § | : .
‘:
Need to cancel? Secure Authentication is vital in our efforts to prevent fraudulent activity. If you cancel,
you'll lose the information you set up and will need to start this process again.Click to cancel

4. Enter a personal phrase corresponding to the selected picture and then click Continue
Setup to continue the Confirmation Question selections screen.
NOTE: In addition, you can also change the previously chosen picture on this screen.

B JOHNSON - DepositPartner

Set Up Secure Authentication

Step 1 of 3 - Set up a picture and personal phrase
A picwre has been selecid for you. Pleass create your persondl phrass and dick "Continue setup”

User IDr | estuser?

Enter a personal phrase:

| @

SN Your personal phisse vill be displayed next to your picture when you sign on or change your password. k must be stleast 1 character
and cannat include more than 40 characters

| Continue Setup \

Want to use a different pictre? Select one of the pictures shown below.

M 2 SEaerE
1o IR~

Want to view other pictures? Select another picture catagory.,

Category: |Abstract v

Need © cancd? Secure Authentcationis vital in our effarts to prevent fraudulent activity. if you cancel, you'll lose the infarmation you set up and wil
need to start this process sgain.
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5. Choose four confirmation questions from the dropdown lists and enter your answers.
Click Continue Setup to proceed to the computer registration screen.

I.]Ohl,'\rf'\??‘\' DepositPartner

Set Up Secure Authentication

Step 2 of 3 - Set up confirmation questions
Select your confirmation questions. When you have provided answers for the questions, dick 'Continue setup.”

Thesze questions may be a=ked whan you sign on 1o confirm hat an autherized individual is trying to 2ceass financial information enline
‘When asked, you must corecty answer these questions 1o sign on.

Question: Please select a question H

Answer: a

Question: Please sslact a question )

Answer: B

CQuestion: Flezse select 3 question ~

Answer: @D

Question: Please select 3 question ~
®

Answer:

Need 1o cancdl? Secure Authentication is vital in our efforts to prevent fraudulent activity. F you cancel, you'll lose the information you set upand will
need to start this process again. Click to cancel

6. You have the option to “Register this computer” or “Do not register this computer”.
Select "Register this computer” and click Continue Setup.
NOTE: If you do not select “Register this computer” you will be asked to validate your security
credentials at each subsequent login.

IlJ%!lNljgﬁ DepositPartner J

Set Up Secure Authentication

Step 3 of 3 - Register your personal computer

We ask you to register personal computers that you commonly use to access DepositPartner. Computers
are registered using a cookie. A cookie is a small text file that we save on your hard drive to help us ensure
that only authorized individuals can access DepositPartner.

On a registered computer, you are not asked to answer questions when you sign on - making it faster to
access DepositPartner. We don't recommend registering public computers or computers you use
infrequently. When you use these computers, we will ask you additional questions before you sign on to
pratect your information.

Please select an option for this computer and click "Continue setup."

A\ 4

Regi: this p - Check this option if you commonly use this computer to access your

financial information online. We will save a cookie to this computer to identify it as a registered location

for accessing your financial information.

® Do not register this computer. Check this option if you do not want to have this computer
identified as a registered location for accessing your financial information. Instead, additional
questions will be asked when you sign on to protect your personal information.

I Continue Set I

Need to cancel? Secure Authentication is vital in our efforts to prevent fraudulent activity. If you cancel,
you'll lose the information you set up and will need to start this process again. Click to cancel
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7. Preview and, if necessary, change any data previously entered. Enter the temporary
password listed in the email sent from CIC Cash Management and click Submit to
continue to the Secure Authentication Contact screen.

OHNSON :
m) e DepositPartner

Set Up Secure Authentication

Secure Authentication has not yet I:Emsel up. Please verify your setup informaton, confirm your password, and then chick "Submit."To
mazke changes, dick 'Change” for th you want

Picture and personal phrase Change
ﬂ =
Confirmation. tions
ques o
What is the first name of your first niece/nephew? Your Answer
Who was your childhood hera? Your Answer
What is your father's first name? Your Answer
What is your Zodiac sign? Your Answer
Personal cor er registration o
mputer regis
Regisker this computer. We vall save a cookie 1o this computer idenifying it 25 areg: location for ing Direct Merchant
‘Confirm password

To protect your personal information, we ask you to re-enter your password before setup is complete.

N —

8. Enter up to three phone numbers that can be used for future security verification. Click
Save and Continue to finalize the Multi-Factor Authentication enrollment process.

1B JOHNSON .
J sanr DepositPartner

Secure Authentication Contact

h

an additional layer of security
ble us to I the

In future, we will need your to 1pl
verification. It is important that you leave your with us to
verification process.

Please take a moment to tell us where to reach you. Enter avalid phone number and click "Save and Continue"

to proceed.
[Us - UNITED STATES (1) M
J1one 1]
(N Y I R %
[US -UNITED STATES (1) v

R

[Us - UNITED STATES (1) V|

[mozite v] COL - 1-Fn ] ontionan

Save and Continue
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a. When prompted enter a new password, confirm the new password, and click
Change Password.
NOTE: the e-mail address will be prefilled with the E-mail that was provided on the
DepositPartner Schedule. Once the password has been updated, a password
confirmation e-mail will be sent as confirmation.

OHNSON .
D) i DepositPartner
|

Change Password

This is a new account and the password must be set.

New Password:
Confirm MNew Password:

E-mail: johnsonbank.c
Change Password
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UNREGISTERED ENROLLED USER

You will be required to go through the Multi-Factor Authentication process prior to login if
your cookies have been cleared, you are accessing the DepositPartner application from a
different PC, or you did not register your computer upon the initial Multi-Factor
Authentication enroliment.

1. Enter your User ID and click Login.

1B JOHNSON "
sank. DepositPartner Lomuoge D5 Erge 7]
Please enter your user name and click "Login" Care to enroll? If you haven't yet enrolled, you can enroll in Multi-Factor Authentication today.
User ID:

2. Verify that your Multi-Factor Authentication picture and personal phrase match what you
chose at enrollment. If correct, answer your confirmation questions and click Continue
to proceed. You may click the Cancel button to exit the application.

OHNSON .
B ' \npn DepositPartner

Sign in to Direct Merchant

To protect your personal information, please answer the questions and click "Continue.”

Test

This picture and personal phrase are displayed every time you access this page. If you don't recognize
"< them, please contact us before you continue.

‘What is yvour father's first name?
@

‘Who was your childhood hera?
@

Register this computer. Check this option if you commonly use this computer to access Direct Merchant. We
will save a cookie to this computer to identify t as aregistered location and you will not be asked to answer
questions when you sign on - making it faster to access your account information.

Forgotten the answers to your Challenge Questions? Click here
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Select a contact phone number and Preferred Method of Contact to receive your One-
Time Security Code.

1B JOHNSON P
J iani. DepositPartner

One-Time Security Code

Tell us where to reach you

® Work +1 (o0d 0062235
O Work 1 (o) woe2T15
O Mabie +1 (g woe1158

Prafamed Method of Contact Phone Call or Text Message (SMS)
Ta canfm lagin wih SMS cade:

+ Recsive 1 message rquest

+ TemSTOP 163078 maptout

+ TextHELP © 83013dr suppan.

Msg&Data Rates May Apply. Paricp 2sng Camies inchud =: AR AT &T, Me¥oPCS, Cricket, T-Mabile, US. Cellular, Sprint, Gaagle Vaice, Boast, Visgin Mabile, Verizan
Wirslaz= 2nd athers

Sy selectng TexMessage (SMS) you cerdy fatyou:

» are fe accoum halder,ar
« have fie accoun: holded's parmission :3.da 5o

SMS cde defiveryissubjectio fie Terms & Condians of fie Sna ncizl i dasion.
Customer SuppantOpsons

o Call 10000000
« Email emaii® mybark com

Select Phone Cellor Te (M Far Scasion. Selecing TextMesszge (SMS zendz 2 sandadd mmalen
® Fhane Cz
o] Text Mes=g= (SME)

If Text Message was selected as the preferred method of contact, you will receive a text
message at the chosen contact number with the One-Time Security Code listed. Enter
the code received from your cell phone into the open field on the One-Time Security
Code screen and click Continue.

OHNSON :
») inp. DepositPartner

One-Time Security Code
Please enter one-time securnity code that is senf on +1 -EﬁE-E,

Once you entered the code, click Continue

Continue Back

MNeed to cancel? Secure Authentication is vital in our efforts to prevent fraudulent activity. If you cancel, you'll lose the
information you set up andwill need to start this process again. Click to cancel
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Enter your password and click Login to proceed or Cancel to exit the application.

If Phone Call was selected as the preferred method of contact, you will receive a phone
call asking for the One-Time Security Code which will be listed on the computer screen.
Once the phone call is successful, press 1 and then key in the One-Time Security Code
listed on your computer using your telephone key pad. Once the code has been
successfully entered, you can disconnect the phone call and click Phone Call Completed
on your computer screen.

DepositPartner

DepositPartner

JOHNSONBANK.COM

One-Time Security Code

Please wait for your phone cal. We are now calling +1 -Eﬁls During the call, you will be asked to enter the one-
fime security code displayed below.

Once you complete the phone call, click Phone Call Completed

713634

Phone Call Completed | Back

MNeed to cancel? Secure Authentication is vital in our efforts to prevent fraudulent activity. If you cancel you'll lose the
information you set up andwil need to start this process again. Click to cancel

Enter your password and click Login to proceed or Cancel to exit the application.

Sign on to Direct Merchant

Please enter your password and click "Login"

Test

This picture and personal phrase are displayed every time you access this page. If you don't recognize
4 them, please contact us before you continue

Password @

Forgot your password? f you've forgotten your password, you can reset it yourself and get signed on quickly. Click
hereto reset vour password
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UNREGISTERED ENROLLED USER FORGOTTEN CHALLENGE QUESTIONS

If your cookies have been cleared or you are accessing the DepositPartner application from a
different PC and you have forgotten the answers to your Multi-Factor Authentication
confirmation questions.

1. Enter your User ID and click Login.

1B JOHNSON ;
iane DepositPartner Language | U5 Engisn ¥]
Please enter your user name and click "Login" Care to enroll? If you haven't yet enrolled, you can enroll in Multi-Factor Authentication today.
User ID:
Login

2. You will be prompted to answer two out of four confirmation questions. If you do not
know your answers, please choose the “click here” hyperlink in the phrase “Forgotten
the answers to your Challenge Questions? Click here”

NOTE: If you are not able to successfully answer your security questions after three attempts
you will be locked out of the DepositPartner application.

OHNSON .
8] iy DepositPartner

Sign in to Direct Merchant

To protect your personal information, please answer the questions and click "Continue.”

Test

This picture and personal phrase are displayed every time you access this page. If you don't recognize
“= them, please contact us before you continue.

‘What is your father's first name?
@

‘Who was your childhood hera?
@

Register this computer. Check this option if you commonly use this computer to access Direct Merchant. We
will save a cookie to this computer to identify it as aregistered location and you will not be asked to answer
questions when you sign on - making it faster to access your account information.

I Forgotten the answers to your Challenge Questions? Click here I
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3. You will be locked out and receive the following screen:

OHNSON .
») vy DepositPartner

If you have forgotten answers to your challenge questions contact your
system administrator to get your password reset. You will be required to
reenmoll using your reset password to access your application.

Click here for home page

4. Contact your DepositPartner Administrator or your DepositPartner supervisor to have
your Multi-Factor Authentication confirmation questions reset.

NOTE: DepositPartner Administrators will need to contact the Treasury Management Support
Center at 877.236.2739 to be unlocked and have their Multi-Factor Authentication
confirmation questions reset.

5. Once you have been unlocked and had your Multi-Factor Authentication questions reset,
please follow the instructions under First Time Enrollment.
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